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1. IACIIOPT PABOYEM ITPOT'PAMMBI TIPO®ECCHOHAJIBHOT'O MOJYJISA
«TEXHUYECKAS ITOJAEPKKA U AIMUHUCTPUPOBAHUE
NHP®OPMALIMOHHBIX PECYPCOB»

1.1. O6aacThr npUMeHEeHHs MPOrPaMMBbI

Pabouas mporpamma npodeccHoHaIbHOTO MOXYJIs (Zanee - MmporpaMma) sIBISETCS YacTbiO
IporpaMMbl  MOATOTOBKM  CHELUAIUCTOB  CPEJHEr0 3BEHAa OCHOBHOM  Ipo(ecCHOHAIbHOU
obpaszoBatensHOM mporpamMmel 1o cnenuanbHocTH CIIO  09.02.09 Be6-pa3spadorka (6a3oBoit
MOJIrOTOBKH), OTHOCHUTCA K (peiepajIbHOMY KOMIIOHEHTY y4€OHOTO IIJJaHa B 4aCTH OCBOCHHS OCHOBHOI'O
BUZa TPOPECCHOHATBHON JesaTenbHOCTH: «TexHudeckas TOIAEpKKa | aJIMUHUCTPUPOBAHHE
MH(GOPMALIMOHHBIX PECYPCOB» U COOTBETCTBYIOIIUX ITpodeccuoHanbHbIXx komnereHui (I1K):

I[IK 2.1. VYcranaBnuBaTh MNPUKIAIHOE MPOTpaMMHOE OOECIeYeHUEe W MOJYJIH
MH(OPMALMOHHBIX PECYPCOB, BKIIOUYAs UX HACTPOHKY.

[1IK 2.2. IIpoBomuTh paboOTHl MO PE3EPBHOMY KOMUPOBAHHIO M PAa3BEPTHIBAHUIO PE3EPBHOU
KOIIMH MH(POPMALIMOHHBIX PECYPCOB.

1K 2.3. HactpauBaTh npaBa MoJIb30BaTENCH B COOTBETCTBUU C (PYHKIMOHAIBHBIMH 33/1a4aMHU
(ponsiMu) ¥ HAa OCHOBaHUU MH(OPMAIIUK O TIOBEJICHUYECKUX (PaKkTOpax.

[1K 2.4. [IpuMeHsATh IPOrpaMMHBIE cpesicTBa obecrieueHust 6e30macHOCTH HHpopMaruu Beo-
MPUIIOKEHUM.

[IK 2.5. OOpaOaTbiBaTh 3ampochl 3aKa3uMka B CIyXKO0e TEXHHYECKOW TOJCPKKA B
COOTBETCTBHUH C TPYJIOBBIM 33/1aHUEM.

Monyns peanusyercs Ha 3 Kypce 00ydeHHs 10 JaHHOH CIEHaTbHOCTH.

PaGouass mporpamma mnpodeccruoHasbHOro Moayis — «TexHuueckas NOJJAEpKKa U
aJIMUHUCTPUPOBaHNE WH(POPMAIIMOHHBIX PECYPCOB» MOXET OBITh HCIIOJIB30BaHA B JOMOJHUTEIHLHOM
00pa30BaHUM IIPU MOBBIILIEHUH KBATU(PHUKALIMU U TIEPETIOAr0TOBKE onepaTopoB OBM.

1.2. KoanyecTBo 4acoB HAa OCBOeHHUE NMPOrpaMMbl MPOdeccHOHATHHOT0 MOIYJIs
Bcero - 348 wgacoB, B TOM YHCIIE:
MaKCUMaJIbHOW y4eOHOU Harpy3ku oOydaromierocsi - 348 4yacoB, BKITIOUas:
00s13aTeNIbHON ayIUTOPHOM yueOHOM Harpy3ku obydatomierocs - 320 yacos:
CaMOCTOSITEIILHOM paboThI 0OyJaromierocss - 12 4acos;
MIPOU3BO/ICTBEHHOM MpakTHKH - 108 yacos.



2.  PE3YJIBTATBI OCBOEHUS TPO®PECCUOHAJBHOI'O MOAYJISA

PesynbraTrom oOcBOeHHs TpOrpaMMbl TPOGECCHOHATBLHOTO MOMAYJSI SBJSICTCS OBJAJICHUC
cTyneHTamMu BuaoMm mnpodeccuonansHolt aestenbHOocTH (BII]) CompoBokieHue u oOCTy)KHBaHHE
MPOrPaMMHOTO OOecIedeHHsI KOMIBIOTEPHBIX CHUCTeM, B TOM 4wmcie npodeccuoHanbubiMu (I1K) u
obmumu (OK) koMneTeHIusAMH

Kon HaumeHoBaHue pe3yJibTaTa 00yuyeHust
K 2.1 VYcranaBiMBaTh TNPUKIATHOE MPOrpaMMHOE OOecrieueHue U MOAYIH
o MH(POPMAIIMOHHBIX PECYPCOB, BKIIIOYAsi HX HACTPOUKY.
[K 2.2. I 6
POBOAUTE PabOTHI IO PE3EPBHOMY KOITMPOBAHUIO U PA3BEPTHIBAHHIO
pe3epBHOI KoK MH()OPMALMOHHBIX PECYPCOB.
[1K 2.3. HactpauBate mpaBa mosib3oBareneld B COOTBETCTBHH C (PYHKUIMOHATHHBIMH
3agadyaMu (pOJIsIMM) M HAa OCHOBaHMM HH(POPMAIMHA O IOBEICHYECKUX
(dakTopax.
[IK2.4. [lpumeHAT,  mporpaMMHBIE — CpeAcTBa  oOecrieueHHs  0OE30HacHOCTH
nHpOopMaY BeO-TIPUIOKCHUH.
[IK2.5. OOpabaTrpiBaTh 3aIpoChl 3aKa3uuKa B CIIY)KO€ TEXHHYECKOW MOJIEPKKH B
COOTBETCTBHUH C TPYIOBBIM 33/IaHUEM.
OK 1 BeiOupars cnocoObl pemieHust 3amad MpoecCHOHATBHON J1esSTeIbHOCTH

MPUMCHUTCIIBHO K Pa3JIMYHBIM KOHTCKCTAM.

Hcnonp30BaTh COBPEMEHHBIE CPEICTBA NIOMCKA, AHAIN3a U MHTEPIpPETaLUU
OK 2. nHpopManuy 1 HHHOPMAIIMOHHBIE TEXHOJIOTUH JUIS BBITIOJHEHUS 3a/1a4
poecCHOHAILHOMN 1€ TEIbHOCTH.

[ImanupoBaTh W peaaM30BBIBATH COOCTBEHHOE MPO(ECCHOHAIBHOE W
JUYHOCTHOE  PAa3BUTUE,  INPEANPUHUMATEIBCKYIO  JEATEIBHOCTh B

OK 3. . .
npodeccuoHaibHOW ~ cepe, UCMONB30BaTh 3HAHUS 1O (UHAHCOBOM
T'PaMOTHOCTH B Pa3NIUYHBIX )KU3HEHHBIX CUTYaIUsX.

OK 4. OddekTHBHO B3aUMOIEHCTBOBATh U pabOTaTh B KOJIJIEKTUBE M KOMaH/IE.

OCYIIIGCTBJ'ISITB YCTHYIO n IMUCBbMCHHYIO KOMMYHUKAIIUIO Ha
OK'5. rocyJapcTBEHHOM si3blke Poccuiickoit denepanuu ¢ yuetomM ocoOeHHOCTEH
COLIMAJIBHOTO U KYJIbTYPHOI'O KOHTEKCTA.

[IposABIATE TIpaXkIaHCKO-NIATPUOTHUYECKYIO TIO3MUIMIO, JIEMOHCTPUPOBATh
OCO3HAHHOE IIOBEJEHHE Ha OCHOBE TPAJAMIIMOHHBIX OOIIEYEIOBEUECKUX
OK 6. LIEHHOCTEH, B TOM YHCJIE C Y4ETOM IapMOHM3allMM MEXHAllMOHAIbHBIX U
MCKPCIIUTUO3HBIX OTHOHIGHHfI, MPHUMCHATH CTaHOApThI
AHTUKOPPYNIMOHHOIO IIOBEJICHUSI.

CopelicTBOBaTh COXPAaHEHHUIO OKpPYXKAlOIIEH Cpellbl, pecypcocOepekeHuIo,
OK 7. NPUMEHATh 3HAHUS 00 W3MEHEHMM KJMMaTa, MPUHLUIBI OepexIINBOro
PON3BOJICTBA, 3((HEKTUBHO JICHCTBOBATH B YPE3BBIYAMHBIX CUTYAIIHSIX.
Hcnonb3oBaTthk cpeacTtBa (U3UYECKOM KyJIbTYyphl sl COXpaHEHUS U
OK 8. YKpEIJICHUsI 3JI0pOBbsl B Mporecce MpohecCHOHATBHOW eATeTbHOCTH U
noJiIep>KaHusl HEOOXOJMMOTO YPOBHS (PM3UUECKOM MOJIrOTOBJICHHOCTH.

[Tonb3oBatbes mpodeccnoHanbHOM JOKYMEHTAUe Ha TOCyJapCTBEHHOM U
MHOCTPAHHOM S3BbIKaX.

OK 9.




3. CTPYKTYPA U COAEP KAHUE TPO®PECCUOHAJIBHOTI'O MOAY JIA

3.1. TemaTnyeckuii mian npogeccunoHajbnoro moayJs IIM.02

O0bemM BpeMeHH, OTBE€HHbII HA 0OCBOEHHE MeKIUCUUILIMHAPHOTO

IIpakTnka
Kypca (KypcoB)
Bcero
4ACOB Oobsi3aTesqbHast ayniuTopHas yueOHast | CamocTosnTeqbHas padoTa
Koapl HaunmeHoBanus (naxc HArpy3Ka 00y4aromerocs o0yuarouierocs ITpousBoacTBeH
npodgeccuoHal pasiesioB ) B T.4. Has (1m0
yuebHas B T.4., B T.4Y.,
bHBIX npogeccHoHAILHOIO J1abopaTopH Yuebnas, npoduaio
. nazpyska u | Beero KypcoBast KypcoBast
KOMIeTeHIH i MoayJist ble padoThl N Bcero, 4acoB CNEeNNATIBHOCTH
NPaKmuxu) , paGora paGora
NPaKTHYECK 4acoB ),
4acoB (mpoekr), (mpoekT),
ue 3aHATHS, 4acoB
4acoB 4acoB
JacoB
1 2 3 4 5 6 7 8 9 10
[K.2.1, M/JK 02.01.
I1K.2.2, TIIK Buenpenue u noaaepikka 116 110 44 - 6 - - -
2.3,1IK 2.5 BEO-TIPUITOKEHHIA.
MJK 02.02.
I1K.2.2, OOGecneuenne
I1K.2.3, IIK 2.4 | 6Ge30macHOCTH BEO- 106 100 42 i 6 i i )
MPUIIOKEHUN
K 2.1 - IIpou3BoacTBeHHast
K 2.5 NMpaKTHKA 108 ) 108
Bcero: 330 210 | 86 - | 12 | - - 108




3.2. Conep:xxanue o0yueHnus npodgeccuonaabuoro moaysas IM.02

HaumeHnoBaHnue pa3aeios

O0bem
npogeccnoHaTIBLHOTO MOAY.JIS, Coneprkanue y4eGHOT0 MaTepHuaJja, JaGopaTopusie padoTsl U JlaGopaTopHsie padoThl,
4acoB/3a4eTHBIX YpoBeHb 0cBOEHHUS
MERKINUCHUTIINHAPHBIX KYPCOB caMocCTosITeJIbHAsl pafoTa 00y4yalomuxcsi, KypcoBasi padora (IpoeKT) U
(MIK) u Tem ! 1
MJK 02.01.
Brenpenue u noanepxka Beo- 110
IIPWIOKEHUN
Copaepxanue 72
Tema 1.1 Buenpenue Be0- 1 | BBenenue npodeccroHanbHbIA MOYJIb. BUbl mporpamMm 2
HPHTIOXEHUA 2 | Y)KuzHeHHBII IUKJ IPOrpaMMHOTO obecniedeHrs. Moen )KU3HEHHOTO [IUKJIA. 2
3 | JlaGopaTopHuas pa6ora Nel Pacnipenenenne poieii B xu3HeHHOM 1tuKste [10 4 1-2
4 | Crangapts! BHenpenus 110 2
5 | Bunsl BHegpeHus, uiaH BHeApeHus. CTpaTeruu, Ueiy U CLieHapuu BHEPEHUSI. 2
6 JlaGopaTopnas pa6ora Ne2 YcranoBka 110 Ha BUpTyanbHy0 Mamuny. IIporpaMMel 4 5
110 YMOJIYAHHUIO
7 | CompoBoXXICHUE U pa3BEPTHIBAHUE BEO-TIPHIIOKECHUS 2 5
8 | Bumbl XOCTHHTOB M X OCHOBHBIE XapaKTCPUCTHKH 2
9 JladopaTopHasi pa6ora Ne3 BriGop XOCTHHTa B COOTBETCTBUH C TPEOOBAHUSIMHU 4
3aKa34yMKa
2
10 JlaGopaTopHas paGora Ne4 YcTaHOBKa U pa3BepTHIBAHUE BEO-TIPHIIOKEHNUS Ha 4
XOCTHHIe
11 | O6naynsie Texuonorun. Bunbl CYB/. O6maunsie CYB/] 2
12 | JladopaTtopHasi padora Ne5 PassepreiBanue u HacTpoiika CYB]] Ha XOCcTHHIE 4
13 | Meropp! pacyera HajgexxHocTH [10. MeTo bl IOBBILIEHHS HAIEKHOCTH 2
14 | JIa6opatopHas padora Ne6 PacueT Hanexxnoctu 110 4
15 | Vopasnenne kagectBom [10. CALS-TexHOIOTHI 2
16 | Coneprxanue U cTaauu mpoiecca 00HoBaeHUs 10 2 1-2
17 [TonsiTHE COBMECTHMOCTH IPOrPaMMHOT0 oOecrieueHus. ArnaparHast ¥ IporpaMMHas 5
coBMecTUMOCTh. COBMECTHMOCTb APaiBEPOB.
18 [Tpru4nHBI BOZHUKHOBEHUSI POOJIEM COBMECTUMOCTH. MeTo Il BEISIBIICHHUS IPOOIEM 5
coBmectumoctu I10.
19 | Pewenue npo0ieM KOHPHUTYPAILMH C TIOMOIIBIO TPYIIIOBBIX HOJUTHK
20 | TectupoBaHHe Ha COBMECTHMOCTh B O€30I1aCHOM pexxuMe. BoccTaHOBIIEHHE CHCTEMBI 2




21 [MpousBoxautensrocTs [1K. [TpobiemMbl IPOU3BOAUTENFHOCTH. AHAIN3 KYpPHAJIOB 5
COOBITHH.
22 | OnruMu3anys napaMeTpoB IMePCOHATFHOTO KOMITBIOTEpa. 2
23 | CpencrBa IMarHOCTHKU 000pYIOBaHUS 2
24 | Tlepconanu3anus BeO-IiporpamMmm 2
o5 MHoroypoBHeBasi MOZEh KadecTBa MporpaMMHOTo obecriederns. CTaHIapTHI 2
KadgecTBa
26 | Metoabl KOHTPOJIS KauecTBa 2
27 | Hecrabunmmsupyroniue GaKkTOpPsl M YTPO3bl HAJACKHOCTH 2
28 | Meronsr pacuera HageskHOoCcTH [10. MeToIBI TOBHIICHAS HAICKHOCTH 2
29 | YaobctBo compoBoxaenus [10. Metosl pacyera CI0)KHOCTH IIPOrpaMM 2
30 | IIpousBoaMUTENHHOCTH MPOTPaMM. MeTOIbI OLIEHKH MPOU3BOANTEIBHOCTH 2
Conepixanue 38
1 | Beenenue. [Ipoasmkenne caiiToB 2
2 | IlpuHuunel paboThl MOUCKOBBIX CUCTEM 2
3 | Buyrpennss nouckoas ontumusanus (SEO) 2 1-2
4 | Baemnss nouckosas ontumu3zanus (SEO) 2
5 WNunexcanus caidta, ynpaBieHUe HHAEKCALUEH 2
TpebGoBaHuUs K caliTaM CO CTOPOHBI IIOMCKOBBIX CHCTEM
Tema 1.2. 6 P p 2
Memoowvt onmumuzayuu 6eo - 7 VBeanueHnne nocenaeMoCTH caiiTa 2 2
npunocenuii 8 | Twumbl 3apOCOB: YaCTOTHOCTh, KOHKYPEHTHOCTh, CE30HHOCTh 2
9 | KonBeprauus tpaduka 2
10 JlaGopaTopHuas pa6ora Ne7 [IpoBeaenue obmiero ayauta caiira: SEO, 103a0uiuty, 4 1.2
TEKCTBI
11 | JlabopaTopHasi pa6ora Ne8 lccnenoBaHue cnoco0OB YCKOPEHUs! 3arpy3KH CaiiTOB 4
12 | JlabopaTtopHasi padora Ne9 IIposenenue BuyTpenneit SEO onTuMusaiius caita 4 2
13 Jlagopatopuas padora NelO Texuudeckass ONTUMHU3AIMS, TOTIOJTHUATEILHBIC 4
HACTPOUKH 1-2
11 | JlabopaTopHasi padora NellVYyumennue noBeeHIECKHX (PaKTOPOB 4

CamocTosiTe1bHast padora npu u3yyennu MJK. 02.01

Temsbl padoT:

—  Cocrasnenue pedeparoB, COOOMCHHH, TOKIIAT0B 6
—  OneHka NPOU3BOAUTEIILHOCTH KOMITBIOTEPA
MJK 02.02.
Ob6ecriedenue 6e30MaCHOCTH BeO- 100
IPUIT0KEHUI
Coaep:xanue 72




Tema 2.1. OcHOBHBIE METOABI
o0ecreyeHus 0€30MaACHOCTH
(pyHkumoHupoBaHus

1 | Ionsarue nadopmManoHHo# 6e3onmacHocTH. OCHOBHBIE COCTABIISIIOIINE. 2
2 | 3akoHONaTeNBHBIN YPOBEHb O€3011aCHOCTH 2
3 | Crangaptsl ¥ cnenudukanuy B 006JactTi HHGpopMannoHHO# 0e301MacHOCTH 2
4 | BpenoHOCHBIE IPOrpaMMBI: KilacCH(UKAIHUs, METOJIbl OOHAPYKEHUS 2
5 | AHTHBHpPYCHBIE IPOrPaMMBI: KIacCH(UKaNHsl, CPAaBHUTEIILHBIH aHAIH3 2
6 | daiipBon: 3a1a4K, CpAaBHUTENBHBIN aHAIN3, HACTPOWKA 2
7 | I'pynnoBbie NONUTHKUA. AyTeHTU(HUKALUS. YUETHBIE 3alIUCH 2
8 | TectupoBaHue 3aMTHl IPOrPAMMHOTO 00eCTICUeHHUs 2
9 | CpexctBa u poTOoKOJIbI MIH(POBAHUS COOOIIEHUN 2
10 | OcHOBHBIE IPUHIUITBI HOCTPOCHHUS O€30IACHBIX CANTOB. 2
11 | [ousiTue 6e30MaCHOCTH NPUIIOKESHUH U KIIACCU(HKALIHSI OTTACHOCTEH 2
12 | Mcrounuky yrpo3 nHGOPMAIIMOHHOM O€30MaCHOCTH U MEPHI 110 MX MPEIOTBPAICHHIO 2
13 | PernameHTBI 1 METOJIbI pa3pabOTKK 0€30MAaCHBIX BeO-ITPUIIOKEHHUI 2
14 | Be3omacHas ayTeHTU(UKALUS U aBTOPH3ALIMSL. 2
15 | IloBbleHHe NpUBMIIETHH U 001I1ast 0TKa30yCTOMYUBOCTh CHCTEMBI 2
16 | IIpoBepka KOPPEKTHOCTH JAHHBIX, BBOAUMBIX MOJIb30BATEIIEM. 2
17 | Ilyomukarwst n300paskeHuiA U (Paiisios. 2
18 | Meroap! mudpoBaHus. 2
19 | SQL- unbexiun. XSS-MHBEKINH 2
20 | Jecrabunusupytomiye GaKkTOpsl U YTPO3bl HAICKHOCTH 2
21 | Metonsl pacuera HagexHocty [10. 2
22 | Meto/ipl IOBBIILIEHHS] HAZIGKHOCTH 2
23 | IIpoTOKOJIbI, BPEMEHHBIE KIKYHU 2
24 | 3ammTa MOYTOBBIX OTIPABICHUN 2
25 | OcHoBHI Kpunitorpaduu u creranorpaduu 2
26 | 3axoHomatenbcTBa PO 0 3amure nHPopManu. HopmaTuBHBIE JOKYMEHTHI 2
27 | Crpax NT, Secret Net, Dallas Lock 2
28 | Yacrnas cetp noBepeHHbIx mupoB (DarkNet, TOR) 2
JuctpubyTtuBsl Linux ais mpoBeIeHns] TECTUPOBAHUS Ha MPOHUKHOBEHHE
29 | (Kali Linux, BlackArch, Parrot Security OS, BackBox, Pentoo Linux, Network 2
Security Toolkit, DEFT Linux, Santoku Linux)
30 | Jla6opaTopHas pa6ora Nel Pacuer nanesxnoctu [10 4
31 | JlaGopaTopHas padora Ne2 Hacrpoiika Opaysepa 4
32 | JlaGopaTopHas pa6ora Ne3 Coop uHbopmanmu 0 web-nprnoxeHun 4
33 JladopaTopHasi pa6ora Ned TectupoBaHue 3alIMIIEHHOCTH MEXaHU3Ma YIIPABICHUS 4
JIOCTYIIOM U CECCHUSIMH
34 JladopaTopnasi pa6ora Ne5 TectupoBaHue Ha YCTOWIMBOCTD K aTakaM OTKa3a B 4
00CTy)KHBaHUU
35 | JlabopaTtopnas padora Neb ITonck ys3BumocTel k atakam XSS 4
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36 | JlaGoparopuas pagora Ne7 [Touck ys3BumocTtei k atakam SQL-injection. 4
37 JlaGoparopHasi padora Ne8 Kpunrorpadguueckie METOIbI 3alIUThI 4
nHpopMaIun
38 JlaGoparopuas pa6ora Ne9 CteraHorpauaeckue METOIBI 3aIIUThI 4
nHPOPMALTUH
39 JlaGoparopHasi padora Nel0 AHanH3 BceX CPEACTB ayTCHTU(PHUKALNN U 4
HIeHTHDUKAITIT
40 | JlaGoparopHasi paGora Nell Pasrpanndenne 1ocTymna K nHpopmManuu 2
CamocrosiTesbHasi padora npu uzydenun MJIK.04.02.
Tembl padort:
—  Cocrasnienue pedeparos, COOOMICHUH, TOKIAT0B 6
—  CpaBHUTENBHBII aHAN3 aHTUBUPYCHBIX IPOrpPaMM
I11.02.01.IMMPOU3BOACTBEHHAS IPAKTUKA 108
Buasbl padot:
—  3HaKOMCTBO C NPEIIPUATHEM;
—  HMHcTannanus, HacTpoika U 00CITyKUBaHHUE TIPOTPAMM;
— H3mepenne sKkcmTyaTaliioHHBIX Xapakrepuctuk [10;
—  Moanduxkanus oTaenbHEIX KOMIIOHEHT [10 B cooTBETCTBHY ¢ TpeOOBaHUAMH 3aKaA3UHKA;
— 3amwuTa I[1O nporpaMMHBIMU CpEACTBAMH;
— Ilpuemo-caTouHble MEPONIPHATHS.
Conepxanue 18
BBonHBII HHCTPYKTaX MO TEXHUKE Oe30nacHOCTH. OpraHn3alMOHHO-
1 | mpousBoOACTBEHHAs CTPYKTypa npeanpusiTisi. OCHOBHOM COCTaB CPE/ICTB 6
Tema 1. 3HaKOMCTBO ¢ BBIYMCIIUTEJIbHOM TEXHUKU.
NPEANIPUATHEM 2 O3HaKOMJICHHE C XapaKTePUCTHKAMU CPEACTB BHIUUCIUTENLHON TEXHUKH, UX 6
Ha3HA4YEeHHEM M BJIMSHHEM Ha ITPOM3BOJCTBO OCHOBHBIX BHJIOB IPOAYKIIHH.
3 O3HaKOMJICHHE C OCHOBHBIMH 3TalaMH U METOJMKON YCTAHOBKU M OOCIY)KHBAaHHIO 6
I10 Ha npeanpusATHH
Coaep:xanue 24
. 1 | Uncramnsamus [10 B BeIOpaHHON KOHGHUTYpaIyn 6
Tema 2. MHcTammsmus, HaCTpOKa
1 0BCITyKUBaHHE MPOIPaMM 2 | OGecrieueHre COBMECTHMOCTH KOMIIOHEHT € paHee ycTaHoBJiIeHHbIM [10 6
3 | ObGecneuenHune 10CTya pa3IHYHBIM KaTETOPHSIM 0JIb30BATEIIS 6
4 | Ouenka kauectBa GyHKIIMOHNpOoBaHUs [10 ¢ TOMOIIBIO BCTPOSHHBIX CPEJICTB 6
Tema 4. Moauduxkanus otaensueix | Coaepixanue 24
komnoHeHT 10 B cooTBeTCTBUY C 1 | IIpoBepka HacCTPOHKH KOHMUTYpALTUH 6
TpeOOBaHUSIMH 3aKa34nKa 2 | AnHanu3 GYHKIIMOHUPOBAHUS C TIOMOIIBIO HHCTPYMEHTAJIBHBIX CPE/ICTB 6
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BrisBienue MPUYMHBI HECOOTBETCTBUA BBITIOJTHACMBIX (byHKLII/Iﬁ Tpe60BaHI/IHM

3 6
3aKa34ynKa
4 | ®opMupoBaHHe BApHaHTOB MOAU(DHKAIIMH IPOrPAMMHOT0 00ecTieyeH s 6 3
Copepxanue 24
1 W3y4yeHne 1oKyMeHTallMM HAa aHTHBUPYCHBIE TIPOTPaMMBI HCIIOJIb3YeMbIE Ha 6
Tema S. 3amura [10 IpeaIpUsSTHH
MPOTrPaMMHBIMH CPEACTBAMHU 2 | YcraHOBKa aHTUBHPYCHBIX IIPOTPaMM 6 3
3 | Ilposepka KC aHTHBHPYCHBIMH IIPOrpaMMaMH 6 3
4 | CocraBlieHHE OTYETA [10 UTOTaM ITPOBEICHUS] TPOBEPKHU 6 3
Copaep:xanue 18
Tema 6. [Ipuemo-caarounsie 1 | OdopmieHue oTyeTa MO NPAKTUKU 6 3
MEpPONPUATHS 2 | Cpava oTueTa B COOTBETCTBHH C COACPIKAHUEM TEMATHYECKOI0 IJIaHa MPAKTHKH 6 3
3 | KoHdepenuus 1o uroram npakTHKH 6 3
Hroro 348
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4. YCJIOBUS PEAJIMBAIIMU TPOPECCHUOHAJIBHOI'O MOAYJIA

4.1 TpeGoBaHusi K MUHUMAJIbHOMY MAaTEePHAJIBLHO-TEXHHYECKOMY 00ecneYyeHHI0
Peannzanus nporpamMMel Npo(ecCHOHAIBHOTO MOAYJs TpeOyeT Haiauuusi y4eOHbIX KaOWHETOB,
OCHALIEHHBIX CIEAYIOLUIUM 000pyI0BaHUEM:

Hna MJIK.02.01 Bueapenue u moamepxka uHpopManuoHHbIX pecypcoB u MJIK.02.02
Ob6ecneuenne 6e30MacHOCTH UH(OPMAITMOHHBIX PECYPCOB

[TocagouHble MecTa: CTOJbI, CTYJbs; NMEPCOHAJIbHBbIE KOMIBIOTEPHI; JOCKAa HMHTEpaKTHUBHAs,
MECTO IIpenoaaBaTeis: CTOJ, CTYJI; MyJIbTUMEUINHBINA KOMIUIEKC; OTHETYILIUTEb; KOHIULIUOHED.

4.2. UaopmannonHoe odecnevyenne 00ydeHust

Ilepeyenb pexkoMeHayeMbIX Y4eOHBIX u3aaHuii, HWHTepHeT-pecypcoB, JAONMOJHUTEJIbHOI
JIUTEPATYPbI
OcCHOBHbBIEC HCTOYHUKHU:

1. Yucros, . B. IlpoextupoBaHnue HHPOPMAIMOHHBIX CHUCTEM : YYEOHUK M IPAKTUKYM JUIS
cpenHero mnpodeccuoHanbHOro obpazopanus / J[. B. Uucros, II. II. MensHukos, A. B.
3onorapiok, H. b. Huuenopyk. — 2-e u3n., nepepad. u jon. — Mocksa : U3parensctBo FOpaiir,

2024. — 293 c.
2. Tyzosckuii, A. @. IIpoektupoBanue u papaboTka web-npuinoxxenui : yaedHoe nmocobue s
cpennero npodeccuonanbHoro oopazoBanus / A. ®@. TyzoBckuil. — Mocksa : U3narenbcTBo

Opaiir, 2022. — 218 c.

JlonoJHUTeIbHbIEe HCTOYHUKH:

3. 3sepesa B.II., Hazapos A. B. ConpoBoxieHue 1 00ci1y>)KuBaHue IPOrpaMMHOro o0ecriedeHus
KOMITBIOTEPHBIX CUCTEM, . YueObHoe mocodue. U3n.: Axkanemus, CpenHee mpodeccroHaabHOe
obpasoBanme., 2018, 256 ctp.

4. T'neiboBckmid, II. B. Metoauka panHero BeisiBIeHHs DDoS-aTak [uist 3amiuTbl OOBEKTOB
uHpopmanroHHoi uHppacTpykTypsl = Methodology of early detection of ddos attacks to protect
information infrastructure objects / I1. B. I'meiboBckuii, O. A. Tumamos, . A. Korenok
10.48612/jisp/6ed5-9p6x-uuf6 // TIpobaembr nHDOpMaIIHOHHOMN Oe30macHOCTH. KoMITbIOTEpHBIC
cucteMbl / MuHuctepctBo oOpasoBanust U Hayku P®;  Caunkr-IlerepOyprekuit
roCyJJapCTBEHHBIHN nonutexHuueckuit yausepcuret. 2022. Ne 4. C. 28-34. ISSN 2071-8217.

5. Kyopumn, I'. C. Pa3zpabotka kimaccupukaTopoB (DUITUHTOBBIX CAHTOB HAa OCHOBE JUHAMUYECKU
dbopmupyemoii Beibopku = Development of phishing site classificators based on dynamicaly
updated dataset / I'. C. Ky6pun, JI. B. UBanos // [IpoGaembl nH(DOpMaIImoHHOM 0€30MacHOCTH.
KomnbrotepHsie cructeMbl / MuHUCTEpCTBO 00pa3oBanus U Hayku P®; Cankr-IlerepOyprekuii
rOCYJapCTBEHHBIN monmTexHuaeckuii yausepceuret. 2021. Ne 2. C. 74-81. ISSN 2071-8217.

6. KyOpun, I'. C. Pa3zpaboTka mMerosna TUHAMHYECKOTO (POPMHPOBAHUS BBIOOPKH (DPUITMHIOBBIX
caiftoB = Dynamic phishing website dataset collection / I'. C. Ky6pun, /. B. WBanoB //
ITpo6nemsl uHpOpMarmoHHONW Oe3onmacHocTH. KommbloTepHble cucteMbl / MHMHHCTEPCTBO
oOpazoBanust u Hayku P®; Cankr-lletepOyprckuil rocyaapcTBEHHBIH NOJUTEXHUYECKUI
yauBepcuteT. 2021. Ne 1. C. 31-38. ISSN 2071-8217.

7. Menucos, A. b. Ilogxon K BBISBIEHUIO BPEIOHOCHBIX CAaHTOB ceTu MHTEpHET Ha OCHOBE
00paboTku nekcraeckux npusHakos aapecoB (URL) u ycpennennoro ancamo6is moneneit = The
approach of detecting malicious Internet sites based on the processing of attributes of addresses
(URLSs) and averaged ensemble of models / A. b. Menucos, U. A. lllactyn, C. FO. Kanutpia //
WNudopmannonnsie TexHoiorun = Information technologies = Informacionnye tehnologii :
TEOPETUYECKUI U MPUKIAAHON HaydHO-TeXHUYeckul xypHai. M. 2019. T. 25, Ne 11. C. 691-
697. ISSN 1684-6400.
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8. 3y6koBa T.M. TexHonorus pazpaboTKu IporpaMMHOTro odecriedeHus. Y4eOHoe mocobue as
CIIO, 2-e uzn., crep. Uzn.: Jlans, 2022 r. 252 ct1p.

9. Ilpxeropmuuckuii B.H. Opranmsannonno-npaBoBoe oOecrneyeHne HMH(DOpMAIMOHHON
oe3omacHoctu. —M.: Axkanenus. 2020.

10. ®enoposa .M. Pa3paborka, BHEApEHHE W aganTamusi MPOrPaMMHOTO OOECIICUCHUS
oTpacjeBoil HampaBiieHHOCTH. Y4ueOHoe mocoome. M3a.. KYPC, Uudpa-M. Cpennee
npodeccuonambHoe oopazoBanue. 2016 r. 336 crp.

11. T'arapuna, JI. I'. TexHonorust pa3padOTKH MporpaMMHOTo ooecniedeHus: yuaeo. mocodue / JI. I'.
l'arapuna, E. B. Kokopesa, b. JI. Bucnanyn; [lox pex. JI. I'. 'arapunoii. - M.: ®OPYM: 1H-
OPA-M, 2017.-400 c.

12. PynakoB A. TexHomorust pa3paOOTKH NPOrpaMMHBIX HPOAYKTOB: ydeOHuK. M3n.Academia.
Cpennee npodeccronanbaoe odpazoBanue. 2013 r. 208 cTp.

13. UBanoBa, I'anmmna CepreeBHa. TexXHONOTHSI TPOrpaMMHUpPOBAaHUS : YYEOHHUK Ji BY30B IO
HarnpasieHuto "Mudopmarrka u BerarciutenbHas texauka" / I'. C. IBanoBa .— M. : KnoPyc,
2011 .— 333 c.: um. ; 25 cm .— bubmumorp.: ¢. 329-331.

14. Kynamun B.B. Texnomorust nporpammupoBanus. Komnonentasiid moaxon / M.: bunowm, 2014

15. KoBanesckass E.B. Merpoinorus, kauectBo u cepTudUKamnmsi IporpaMMHOro obecriedeHus. //
M. ,MBCH,2008

16. B.B. JlunaeB Ceprudukanus nporpaMmmubsix cpeacts // M., Cunter, 2010

17. B.A. bnarogarckux, B.A. Bomaun, K.®. IlockakamoB Crangaptu3anus pa3paboTKu
MIPOrPaMMHBIX CpeACTB. YueOHoe nmocodue. / M., @unancsl U cratuctuka, 2006

JJIeKTPOHHBIE pecypcehl:

18. ®enepasibHOE areHTCTBO MO TEXHUYECKOMY PETyIUpOBaHUI0O W MeTpojoruu [Odwui. cait].
URL.: http://protect.gost.ru/

19. Uatyur. Kawecto IIO wu  wmerompt ero  koHTpons  [Odwuir.cait]. URL:
http://www.intuit.ru/studies/courses/64/64/lecture/1874?page=1

20. Texuuueckast nokymenTtaius [Oduir. caiir]. URL: http://tdocs.su

21. Kapmos, B.D. O6 odopmiennn nporpaMmHoil qokymenrtanuu / B.J. Kapros. [DnekTpoHHBIN
pecypc]. Pexxum moctyma: http://www.raai.org/about/persons/karpov/pages/ofdoc/ofdoc.html

22. Tlpumep cocTaBlieHUs] PYKOBOJCTBA IMOJIb30BaTelsl. [DNEKTPOHHBIN pecype]. Pexum mocryna:
http://www.philosoft.ru/users-manual.zhtml

4.3. O0uue TpedOBaHUS K OPraHU3alMU 00Pa30BaTeILHOIO NMpPolecca

s ycrnenrHoro OCBOGHHSI MEXKAUCHUIUIMHAPHBIX KYpPCOB MPO(ecCHOHAIBHOTO MOy
«TexHudeckass TOIICPKKA M aTMUHUCTPUPOBAHWE HWH(POPMAIIMOHHBIX PECypCoB», €My IOJIKHO
MpeIIecTBOBaTh 00YUEeHHE M0 AUCHUIUIMHAM: HHPOpMaTHKa, J(UCKkpeTHas MaTeMaTruKa ¢ dJIeMeHTaMU
MaTeMaTUYECKOM JIOTUKH.

ATTecTanus mpoxoauT B popMe IK3aMeHa KBaTU(UKAIIMOHHOTO.

4.4. Kagposoe obecnieueHne 00pa3oBaTe/ibHOIO NpoLecca

TpeboBanust K KBalM(UKALKUK TEJAaroruuyeckux (MHXKEHEPHO-TIeJarorndeckux) Kajpos,
o0ecrneurBaIKX 00y4eHHE 110 MEXIUCIUIUIMHAPHOMY KypcCy (Kypcam):

HaJIM4YKe BhICUIETO MPO(EeCCHOHATBFHOT0 00pa30BaHusl, COOTBETCTBYIOIIETO MPOGUITI0O MO
«TexHuveckas MOAEepKKa M aIMHHUCTPUPOBAaHUE WH(POPMAIMOHHBIX PECYPCOB» W CIICIUAIEHOCTH
«Beb6-pazpaboTkay.

TpeOoBanus K KBaTM(UKAIUK TENArOTHIECKUX KaJIpOB, OCYIIECTBISIONIMX PYKOBOICTBO
MIPAaKTUKOMN

HNHxeHepHO-TIeAarornyecKuii cOCTaB: TUILIOMAPOBAHHBIC CTICIUAIHCTHI - TPENoIaBaTeII
MEXIUCUMUIUIMHAPHBIX ~ KYpCOB, a Takxke oOuenpodeccHoHaIbHBIX — JUCHMIUIMH:  «OCHOBBI

13


http://www.philosoft.ru/users-manual.zhtml

AJITOPUTMU3AIMH U IPOrPAMMHUPOBaHUs»; «OCHOBBI IPOSKTUPOBAHUS 0a3 NaHHBIX», «KoMIbIOTEpHBIE
CeTU».
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5. KOHTPOJIb 1 OHEHKA PE3YJbTATOB OCBOEHMS TIPO®ECCHUOHAJIBHOI'O
MOAYJA (BUOJA ITPOPECCUOHAJIBHOU JEATEJIBHOCTHN)

Pe3yabTarsl
(ocBOEHHbBIE
npogeccuoHaJbHbIE
KOMIIETEHI[HH)

OcHOBHBIE TOKA3ATEJH OLEHKU
pe3yJabTrara

@DopMbI U METOAbI
KOHTPOJISl U
OLIEHKH

[1K 2.1 YcranaBnuBath
MIPUKIIATHOE TPOTrPAMMHOE
o0ecrnieueHrne U MOyJIu
MH(GOPMaLMOHHBIX
pECypCoB, BKIIIOYAs KX
HaCTPOMKY.

O1eHKa «OTJIMYHOY - IPEAJIOKEHHOE
IIPOrpaMMHOE 0OecreueHne YCTaHOBIICHO,
000CHOBaH BapUaHT KOH(UTYpaIUH,
o0ecrnedeH JOCTYI Pa3IN4HbIM KaTeroOpusM
noJyib30BaTelieli, odecrieueHa
COBMECTUMOCTb KOMIIOHEHT C paHee
YCTaHOBJICHHBIMU ITPOTPaMMHBIMU
MIPOAYKTaMHU, IIPOKOHTPOIUPOBAHO
KauecTBO (DYHKIIMOHUPOBAHUS C TIOMOIIBIO
BCTPOEHHBIX CPE/ICTB.

OreHKa «XOpPOIIOY - MPEUIOKEHHOE
HpOrpaMMHOE 00ecIiedeHHe YCTaHOBIICHO,
000CHOBaH BapHaHT KOH(QUTypaluu, ooecreueH
JOCTYTI PA3INYHBIM KaTeTOPHIM
TMI0JIb30BaTeleH, oOecriedeHa COBMECTHMOCTD
KOMITOHCHT C PaHCC YCTAaHOBJICHHBIMHA
MPOTrPaMMHBIMH POYKTaMH,
MPOKOHTPOJIMPOBAHO KAYECTBO
(YHKIIMOHUPOBAHUSI.

OreHKa «y10BJIETBOPUTEIBHOY -
IpeII0KEHHOE TIPOrPaMMHOE 00ecIiedyeHne
YCTaHOBIICHO, 0OeCIIeYeH JOCTYH PA3INYHBIM
KaTeropHsM NoJib30BaTelel, ooecneueHa
COBMECTHMOCTH KOMIIOHEHT C paHee
YCTaHOBJICHHBIMH TIPOTPAMMHBIMU TTPOTYKTaMH,
MPOKOHTPOJIUPOBAHO KAYECTBO
(YHKIIMOHUPOBAHUSI.

DK3aMeH/3a4eT B
dhopme
cobece0BaHUs:
IIPAKTUYECKOE
3aJlaHuE T10
VHCTALIALMHA U
HAaCTpOUKe
IIPEUI0KEHHOT O
MIPOrPaMMHOIO
obecrieuenus (pu
HE00X0IMMOCTHU
UCTIONB3YSI
PYKOBOJICTBO
aJMHHHCTPATOPA).
3amuTa OT4ETOB I10
MPAaKTHYECKUM U
n1a00paTOPHBIM
pabotam
DKcnepTHoe
HaOItO/IeHHUE 3a
BBIIIOJTHCHUEM
Pa3JIMYHBIX BUAOB
paboT Bo Bpems
yueOHOM/
MIPOU3BOJICTBEHHOM
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I1K 2.2 TTpoBoauTh pabOTHI
10 PE3EPBHOMY
KOIIMPOBAHUIO U
Pa3BEPTHIBAHUIO PE3EPBHOMN
KOIHMH MH(POPMALIMOHHBIX

pecypcoB.

O1eHKa «OTIIUYHOY - BBITIOJNHEH aHAJHN3
YCIOBUH KCIUTyaTal[H POTPAMMHOTO
obecrieyeHus ; MpoBepeHa HaCTPOHKa
KOH()MTYpalluy; BHIMIOJTHCH aHaTN3
(YHKIIMOHUPOBAHUS C TOMOIIBIO
WHCTPYMEHTANBHBIX CPEJICTB; BHISBICHBI
MPUYUHBI HECOOTBETCTBUS BBITTOJIHIEMBIX
¢$yHKUIME TpeOOBaHUIM 3aKa3uHKa;
MPEUIOKEHBI BAPHAHTHI MOAU(DUKAIIH
MIPOTPAMMHOTO OOECIICUCHUS.

O1ieHKa «XOPOIIIO» - BHIIIOJIHEH aHATN3 YCIOBUN
9KCIUTyaTalluy POrPAMMHOTO 00eCTICYCHNS;
MpoBEpeHa HACTPOHKa KOHPUTYpAIIHH;
BBITIOJTHEH aHAIN3 (DYHKIIMOHUPOBAHUS;
BBISIBJICHBI IIPUYHHBI HECOOTBETCTBHS
BBITIONHAEMBIX (QYHKITHI TpeOOBaHUSIM
3aKa34uKa; MPeIOKEH BapuaHT MOAU(DUKAIINN
MPOrpaMMHOI0 00ecIeueHusl.

Or1ieHKa «yIOBIETBOPUTEIHLHOY - BBIMOJHEH
aHaJIN3 YCIOBHH 3KCIIIyaTal[iy IPOrPAMMHOTO
o0ecrieueH s ; BEIIOIHEH aHAIN3
(YHKIIMOHUPOBAHUS; BBISBICHBI IPUYHHBI
HECOOTBETCTBHUS BBHITIOTHIEMBIX (DYHKIHI
TpeOOBaHMSIM 3aKa34YHKa; MPEAJIOKEH BapUaHT
MOJU(UKAIIMY TPOTPAMMHOT0 00CCIICUCHHSI.

DK3aMeH/3a4ueT B
dhopme
cobeceq0oBaHuA:
MIPaKTHYECKOEC
3a/laHue T0 aHAIN3Y
74 OTIPEICTICHUIO
HanpaBJIECHUN
MoauUKaAIUN
MIPOTPaAaMMHOTO
obecneyeHust B
COOTBETCTBUU c
BapHUaHTOM
SKCILTyaTaIlHH.
3ammra OTYETOB II0
MIPaKTUYCCKUM u
1a60paTOPHBIM
pabotam
DKCrnepTHOe
HaOJII0IeH1E 3a
BBIIIOJTHEHHEM
Pa3IUYHBIX
pabotr  BO
yaeOHOH/
MIPOU3BOJICTBEHHOM

BHJIOB
BpeMs

[1K 2.3 HactpauBaTh mpaBa

MoJIb30BaTeNeH B
COOTBCTCTBHUH C
(bYHKI_II/IOHaJ'ILHLIMI/I

3ajayamMu  (pojisiMHM) M Ha
OCHOBaHUU HH(OpPMAINH O
MOBEJICHYECKUX (haKTOpax.

OneHKa «OTIMIHOY - MIPEII0KEHHOE
porpaMMHOE oOecTieueHHe YCTaHOBIICHO,
000CHOBaH BapHaHT KOH(QUTypaluu, obecreueH
JOCTYH Pa3IUYHBIM KaTeTOpHsIM
MI0JIb30BaTelICH, BRISIBICHHASI HH(pOpMAaLus 0
MOBEJICHYECKHUX (PAKTOpaxX ydTeHa B MOTHOM
o0beMe, IPOKOHTPOIUPOBAHO KAUECTBO
(YHKIIMOHUPOBAHHS C TOMOIIIBIO BCTPOSHHBIX
CPENCTB.

OneHka «XOpOII0Y - HPEI0KEHHOE
porpaMMHOE 00ecTieueHHe YCTaHOBIICHO,
000CHOBaH BapuaHT KOH(UTYpamuu, o0ecTrieueH
JOCTYI Pa3InYHbIM KaTerOpHsIM
MOJIb30BAaTeIIEH, BRISIBIICHHAS! HHQOpMAIIHS O
MOBE/IEHUECKUX (haKTOpax yuTeHa B
J0CTaTOYHOM 00BbEME, IPOKOHTPOIHPOBAHO
Ka4yecTBO (DYHKIIMOHUPOBAHHSI.

O1eHKa «y0BIETBOPUTEIBHOY -
Ipe/I0KEHHOE TIPOrPaMMHOE 00ecIIeYeHnEe
YCTaHOBJIEHO, 00€CTIeYeH JIOCTYI Pa3IMIHBIM
KaTeropHsIM I0JIb30BaTeNIeH, HEKOTOPBIE U3
BBISIBJICHHBIX ITOBEJICHYECKHX (DAKTOPOB yUTEHBI
MIPH HACTPOIKE MPaB MOJIb30BATEINS

DK3amMeH/3a4eT B
thopme
co0eceI0BaHHS:
NPaKTHIECKOe
3aJaHue 1o
WHCTAJUISIIAA U
HAaCTPOMKe
MPEeTI0KEHHOTO
POrPaMMHOTO
obecrieyenus (pu
HEeOOXOIUMOCTH
UCTIONB3YS
PYKOBOJCTBO
aJMHHHCTPATOPA).
3ammTa OTYETOB IO
HPaKTHIECKUM u
nabopaTopHbIM
pabortam
OkcnepTHOE
HaOIr0/IeHHe 3a
BBITIOJIHCHUEM
Ppa3IUYHBIX
pabor  BoO
yueOHOM/
MIPOM3BOJCTBEHHON

BUJIOB
BpeMs
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IK 2.4 IIpumeHnsTh
MPOrPaMMHBIE CPEJICTBA
oOecrieyeHns 6€30MaCHOCTH
uHpopManuu Bed-
MIPUITOKEHU .

O1eHKa «OTIUYHOY - MPOAHAITU3UPOBAHBI PUCKU
W XapaKTEePUCTHKH Ka4eCcTBa MPOrPAMMHOTO
obecrieueHusT; 000CHOBAHBI U BEIOPAHBI METOTBI
Y CPEJICTBA 3aIUThI TPOTPAMMHOTO
obecrieueHusT; onpeIeiIcH He0OXOaMMBIH
YPOBEHB 3aIlIUThHI; 3aIUTA TPOTPAMMHOTO
o0ecrieyeHus peaqu3oBaHa Ha TpeOyeMoM
YpOBHE.

Or11ieHKa «XOPOIIO0Y - TPOAHATN3UPOBAHBI PUCKH
1 XapaKTEPUCTHKH Ka4eCTBa MPOrPAMMHOTO
oOecrnieueHus1; BEBIOPaHBI METOJIbI U CPECTBA
3alUTHI TPOrPAMMHOTO 00ECTICUSHHUST; 3aIIUTa
MPOTPAMMHOI'0 00ECIICUEHHsI pear30BaHa Ha
TpeOyeMOM ypOBHE.

OreHKa «yTOBJICTBOPUTEIIBHOY -
MPOAHATIM3UPOBAHBI PUCKU H XaPaKTEPUCTHUKU
KauecTBa MPOTrPaMMHOTO 00CCIICUCHHUS;
BbI6paHI)I METOJbI U CPEACTBA 3allIUThI
MPOrPaAMMHOT0 00CCIICUCHIST; 3aIUTa
MPOTPaMMHOI'0 00ECIICUCHHSI peaar30BaHa Ha
CTaHJIAPTHOM YPOBHE

1K 2.5 O6pabarbiBath
3aMmpoCkl 3aKa3YuKa B CITyKOe
TEeXHUYECKOW TTOJICPIKKH B
COOTBETCTBUU C TPYIOBBIM
3a7aHuEM.

O1eHKa «OTIMYHOY - TPOAHATH3UPOBAHBI
3aIpOCHI 3aKa34MKa, BHISIBICHEI BCE
He00X0uMbIe BBl paboT, TPOBEECHBI BCE
HEO0O0XO0IUMBI BUIBI pa0OT, COCTABIICH OTYET
3aKa34MKy O MPOJENaHHBIX paboTax Ha
TpeOyeMoM ypOBHE.

OreHKa «X0pOoIoy - TPOaHATN3UPOBAHEI
3aIIpOChHI 3aKa34YKrKa, BbISIBJICHBI BCC
He00X0uMbIe BUIBI paboT, TPOBEIEHBI BCE
HEOOXO0IUMBI BUIBI pa0OT, COCTABIICH OTYET
3aKa3uuKy O MPOJEIaHHBIX padoTax Ha
CTaH/IapPTHOM yPOBHE.

OreHka «yOBIETBOPUTEIBHOY -
MIPOaHAJIM3UPOBAHBI 3aIPOCH 3aKa3UHKa,
BBISIBJICHBI BCE HEOOXOIMMBIE BHIBI padoT,
MPOBEICHBI BCE HEOOXOIMMBI BHJIBI paloT,
COCTaBIICH OTYET 3aKa34YKMKYy O MPOJIeNIaHHBIX
paboTax Ha JOCTaATOYHOM YpOBHE.

DK3aMeH/3a4eT B
dhopme
cobecemoBaHU:
MIPaKTHYECKOEC
3a/jaHHe o
H3MEPEHUIO
XapaKTePUCTHK
MIPOrPaMMHOTO
MPOIYKTA

3ammTa OTYETOB II0
MIPaKTUICCKUM u
1a60opaTOPHBIM
paboram
DKcnepTHOe
HaO0JIIO/ICHUE 3a
BBITTOJIHEHHEM
Pa3TUYHBIX
paGéotr  BO
yaeOHOH/
MPOU3BOACTBEHHOU

BHJIOB
BpeMs
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@DopMBI U METOJIBI KOHTPOJISL U OLICHKH PE3YJIbTATOB O0YUYEHUS TOJIKHBI ITO3BOJISITH TPOBEPATH Y
o0yyJaroIuxcs He TOJbKO C(HOPMHUPOBAHHOCTH MPO(PECCHOHATIBHBIX KOMIIETEHLMH, HO U pa3BUTHE

O0IIMX KOMIETEHIIUHI U 00ECTIeYMBAIOIIUX X YMEHUH.

PesyabTarsl DopMbI U METOBI
OcHOBHBIE IOKA3aTeJIN OLEHKH
(ocBoeHHbBIE 001IIHE KOHTPOJIA U
pe3yjabTara
KOMIIETEHIIMH) OIIEHKH
OK 1. [ToHumMarhp CymHOCTbh U — JIEMOHCTpaIs UHTEpeca K HUnmepnpemayus
COIMAIbHYIO 3HAYUMOCTh CBOEH Oynyeit npodeccu; pe3yibmamos
Oynyuiei mpodeccuu, MPOSIBIATh K | — MPUMEHEHHE TBOPUYECKOTO HAOA0O0eHUll 3a
HEl yCTOMYUBBIN HHTEPEC IIOJX01a IIPU PELICHUHU 0esmenbHOCMbIO

IIOCTaBJICHHBIX y‘le6HBIX 3aJa4.

OK 2. Oprann3oBbIiBaTh
COOCTBEHHYIO JI€SITEIILHOCTD,
BBIOUpATh TUIIOBBIE METO/IbI U
CIIOCOOBI BBITTOJHEHUS
npodeccuoHaNbHBIX 3a/]a4,
OIICHUBATH UX YP(HEKTUBHOCTH U
Ka4eCTBO

— BBIOOD M TPUMEHEHUE METOJIOB U
CII0COOOB IIPOBEJCHUS aHATIN3a
Cpebl OpraHHU3allny;

— BBIOOD ¥ TPUMEHEHUE METOJIOB U
CIIO0COOOB IPUHSTHS
YIIPaBJICHYECKUX PELICHUIA;

— omeHKa Y PEeKTHBHOCTH U
Ka4ecTBa NPUHSATHIX PEIICHUN U UX
BBITTOJTHCHUSL.

OK 3. [IpuHumaTh perieHus B
CTaHJapTHBIX U HECTaHAAPTHBIX
CUTYalMsX ¥ HECTH 33 HUX
OTBETCTBEHHOCTh

— PCIICHUEC CTaHAAPTHBIX U
HECTaHapTHBIX
npodeccHnoHABHBIX 33124 MIPH
BBIIOJIHEHUH MTPAKTHYECKUX padboOT
Y TBOPYECKUX 3aJaHUM, y94aCTUU B
3acelaHuu TBOPUYECKOM
nabopaTopuu,

OK 4. Ocy1ecTBasaTh NOUCK U
UCIIOJIb30BaHUE UHPOpMAIIHH,
HeoOxoaumoi a1 3¢pdekTuBHOrO
BBITTOJIHEHUS TTPO(HECCHOHATBHBIX
3aja4, Npo(ecCHOHATBHOTO U
JMYHOCTHOTO Pa3BUTHUS

— 3¢ HeKTUBHBINA TOUCK
HeoOxo1uMol nHpOpMaLIUK TPU
BBINOJIHEHUH TBOPYECKUX M MHBIX
pabor;

— UCTOJIb30BaHUE PA3IMYHBIX
MCTOYHHUKOB MH(POPMAIIUH,
BKJIFOYAsl YJIEKTPOHHBIE CPEICTBA.

OK 5. Ucnonb3oBaTh
UH(POPMAaLMOHHO-
KOMMYHHKAIIHOHHBIE TEXHOJIOTHUH B
npodeccuoHaIbHOMN e TeTbHOCTH

— WCIOJIb30BaHUE TIPOTPaAMM
aBTOMAaTH3aINH1
npo¢eCCUOHANTBHON IEATETLHOCTH
(BmageTh HaBBIKAMU PabOTHI B
CHETMATbHBIX TIporpaMMax, a
TaK)Ke TEKCTOBBIX M TAOIHYHBIX
pemaKkTopax, mporpaMmmax I1mo
CO3JJaHUIO MPE3CHTALIN).

OK 6. PaGoTaTh B KOJUIEKTHUBE U B
KoMaH e, 3 (HeKTUBHO 00IIaThCs C
KOJIJIEraMH, PYKOBOJICTBOM,
MOTpeOUTEIIMU

— B3aUMOJCHUCTBHE C
oOydJaronmmMucs,
MPEnoaBaTeNIsIMU B X0/1€
oOyJeHwus.

- aJIeKBaTHOCTb CaMOOIICHKH
JEATECIIbHOCTH B KOMaHE, C
KJIMEHTaMH, C PYKOBOJICTBOM.

obyuarowezocs 8
npoyecce 0C80eHUs
06pazoeamenvHol
npocpammbol
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OK 7. bpatp Ha cebs
OTBETCTBEHHOCTH 32 padOTy YICHOB
KOMaH/IbI (MO JYMHEHHBIX ), 32
pe3yJIbTaT BBIIOJIHCHUS 33 JaHUN

— caMoaHaJIu3 U KOPPEKIUs
PE3yIbTaTOB COOCTBEHHOM pabOThHI
MIPH BBIMOJIHEHUH TPAKTUICCKUX
3aJlaHui B TPYIIIIE, PU MOJITOTOBKE
K BHEKJIACCHBIM

MEPOIPUATHAM H JIp.

- OTBETCTBEHHOCTH 32
BEITIOJTHEHHYIO PabO0Ty WICHOB
KOMaH/IbI;

- KQ4eCTBO BBITIOJIHEHHBIX Pa0oT.

OK 8. CamocTosTebHO
ONpeNIeTATh 3a/1a4u

PO ECCHOHAITBHOTO H
JUYHOCTHOT'O Pa3BUTHS,
3aHUMAaThCs CaMOOOpa30BaHHUEM,
OCO3HAHHO MJIAHUPOBATH
MOBBIIICHHE KBATU(DUKAITUN

— OpraHu3anus cCaMOCTOSITEIbHBIX
3aHATUHN IIPU U3YYECHUU
JUCLIUILINHBL,

— y4acTue B HAYYHO-IIPAKTHYECKHUX
KOH(EPEHIIHSIX;

— y4acTHe B 3aCeaHusAX
TBOPYECKOI 1a00paTOpUH.

OK 9. OpuentupoBaThCs B
YCJIOBUSX YaCTOH CMEHBI
TEXHOJIOTHH B TPOPECCHOHATLHON
JeATEIILHOCTH

— MPUMCHSITh COBPEMECHHEIE,
HAYYHO-TEXHHUYECKHE TPUEMBI U
METOBI COCTABICHHS U 00pabOTKH
nHpopManuu, He0OXOAUMOMN JTSt
npuHATHS 3)PEKTUBHOTO
yIPaBJICHYECKOTO PEIICHUS
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